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The purpose of this information security

policy
Management’s direction and support

ooy jagi ol d_wle il oda warai
t ide Oored T
is to provide Ooredoo’'s Top JAA g )i o Lylall &)Ll dagig

through information security and data Jgol hilg g alelplg juleog il wly w

protection policies, standards, bi—Ai il alilyll dyleag dlogleall

procedures and controls that shall ;i a4 alogleall ol Jo__iiig paig

overn, manage, and operate information e
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security in Ooredoo ensuring:
1. A robust and a homogenous
Information Security Framework and
operations across Ooredoo. drinill dyilg aloaAll dals dyloa 2

2. All services and their supporting driolll cilaaaill Jo wals Ja sy daclall

infrastructures are adequately protected .
daliaall

against the various security threats.

3. Services and infrastructure resilience
to security incidents and attacks.

4. Information security compliance to
information security policies, standards,
national legal and regulatory
requirements.

5. A uniform cyber security workforce

skills and capabilities in Ooredoo.

Page 1 of 23

plol dyinill dyidlg aloxAll digpo .3
.dyiolll cilloaallg ¢ialgall

Juleog clwlil alogleall ol JLiiol .4
d_igil dll alulhiollg alogleall (ol
.diihgll drayhiillg

golll Jlao o 631go daljrdg aljlao 5

Al o ol

ooredoo’



This policy is an extract of the
original Ooredoo Information
Security Policy (POL/2018/12)
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Ooredoo.

This policy applies to all Ooredoo’s clhil dals NI n Il 0r® (Guhii 21

infrastructure  used to  deliver alaio pagil dorai_wiall driaill gddl
Ooredoo’s products and services to _ ]

Customers including all internal users d.als Jo g .clloell 3l allorig
who have access to the Company's eI wlh aal ago woll Jroadl uall
information including Company ahgo elly oa Loy da il alo gleo

employees, consultants, contractors, guaéleinllg (gl Ulg 4 |
and their employees and anyone who GHygollg bl go gar dl eiallg

has been provided access to  AF yad i I g panalgo g gicjgallg
information or information assets gl alogleall gll Jgngll dialln oxigji

sub-contractors, vendors, suppliers

owned by Ooredoo or operated by it. Jlag gi 34Ji l@4liod @JJ' cloaloall dgﬂi
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In applying the statements of this policy, the - |514]] J94iw dwlull oid P|53i Guhi ad
following words and expressions have the )

o .laio J4 (upd dangall gdleall ddlill aljlellg
meanings hereby assigned to them, unless the N

context otherwise states. Al sdeo Gl gaidy al

41. The Company / Ooredoo Ayl /@Syl 41
Ooredoo Q.P.S.C. a Qatari Public

Shareholding Company

dolc
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4.2.

4.3.

4.4,

4.5.

4.6.

4.7.

(Ooredoo Qatar)

Asset Owner
Refers to a Department or person who is
responsible for an asset in The Company
and authorized to request, approve and
terminate the provision of access to the
Corporate’s information or information
processing device.

Customers

Consumer or Business Consumers who
subscribed to or

have purchased

products or services from Ooredoo.

Third Party Data Processor
A natural or legal person who processes

Personal Data for Ooredoo.

Endpoint Devices
Refers to Ooredoo owned or managed
desktop smart

computers, laptops,

phones, tablets and other devices.

Individual
A natural person whose Personal Data is

being processed.

Information Asset
Refers to tangible and intangible data

that has value to The Company including
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data relating or connected to Ooredoo
and data entrusted to it by another party.
This includes data in electronic and
physical forms including but not limited
to documents, emails facsimiles,
envelops and data resulting from the use

of applications.

4.8. Information Security Framework
Consists of an information security
policy, supporting procedures, guidelines
and standards The Company follows to
manage its cybersecurity risk and to
ensure Ooredoo Information Assets and
information processing facilities are
adequately protected.

49. IS
Information Security.

410. Personal Data
Data processed by or on behalf of
Ooredoo, which belongs to and/or is
about an Individual who has a verified
identity, or who can be reasonably
verified through such data by combining
such data with any other data.
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41.

4.12.

4.13.

4.14.

Sensitive Personal Data

Personal Data related to the racial origin,
children, health condition, physical or
psychological, religion, marital relations,
or criminal actions, or any other Personal
Data, identified by MCIT, which it
determines may cause serious damages

to the Individual if misused or disclosed.

MCIT

Ministry of Communications and
Information Technology.

Staff/User(s)

Refers to all The Company employees,
consultants, contractors, sub-
contractors, vendors, suppliers and their
employees any third parties who has
been provided access to information or
assets

information owned by The

Company or operated by it.

Minimum Baseline Security Standards
Refers to list of minimum security
requirements needed which should be
implemented in Company’s Information
facilities,

processing systems,

application, etc. to ensure its

confidentiality, integrity and availability.
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415. Corporate Information Security (CIS)
The Corporate Information Security
Department within the CEO Office of
Ooredoo Qatar.

4.16. Business Units

Refers to Ooredoo Business Units such as

Technology, Commercial, CEO Office...etc.

This policy is an extract of the
original Ooredoo Information
Security Policy (POL/2018/12)
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Cybersecurity Governance

5.1.1. Ooredoo shall be committed to secure its
products and services and deliver them
to its Customers in a secure manner.

The information security organization
structure along with information security
shall be

developed, maintained and assigned at all

roles and responsibilities
levels to manage information security
within Ooredoo and across all Business
Units and services and ensuring that the

Staff understand them.

Ooredoo shall be committed to adopt a

systematic Information Security
(ISMS)  that

implements, operates,

Management  System
establishes,
monitors, maintain, and continuously
improves information security to achieve
based on risk

business objectives
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5.1.6.

assessment and acceptance levels to
effectively treat and manage information
security risks.
The Corporate Information Security
Department shall be responsible to define
and maintain the information security
policies, standards, procedures,
guidelines and practices within Ooredoo
Qatar.

This Information Security policy shall be
supported, at minimum, by domain-
specific information security policies,
standards, procedures and guidelines for

the following domains:

Information Security Governance
Identity and Access Management
Network Security

Endpoint Security

Application Security

Cloud Security

Data Privacy and Data Protection

Change and Patch Management

0 0o No ok NDS

Security Monitoring and
Operations

10. Security Incident Management

11. Physical

Security

and Environmental

An Information
(ISSC)

representatives

security  steering

committee consisting of

from the different
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5.1.10.

business functions in the organization
shall be established to facilitate the
information  security projects’ and
initiatives’ deployment, implementation
and maintenance of the information
security framework(s). The committee to

report to CEO directly.

Information security roles and

be defined and

appropriately enforced as part of the

responsibilities shall

Human Resource’s Code of Business
Conduct and Ethics, and Non-Disclosure
Agreements with Qoredoo Qatar's
workforce and third parties.

Duties and areas of responsibilities of
be

segregated to reduce the opportunities

employees shall adequately

for unauthorized or unintentional
modification or misuse of the Information
Assets.

Security requirements shall be identified
and reviewed across all phases of a
project; from initiation, planning, design,

execution to project closure.

Ooredoo shall be committed to establish,
implement and maintain Information
Security risk management process to
manage and mitigate risks and reduce
potential impacts on Information Assets

to an acceptable level.
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5.1.11.

5.1.12.

5.1.13.

5.2.

5.2.1.

5.2.2.

Ooredoo shall ensure that internal and
external security assessments and audits
are conducted for its products, services
infrastructure to

and ensure

effectiveness of and continual

improvement to information security.

Ooredoo shall be committed to

continuously develop, implement and
maintain information security awareness
and training program for all Users to
ensure understanding of Ooredoo
information security policies and the

changing cyber security threats.

Ooredoo shall publish practical materials
that educate Customers on how to
protect themselves from cybersecurity
risks relevant to The Company’s products
and services.

Endpoint Security

Ooredoo shall establish and deploy
frameworks and technologies to secure
all its Endpoint  Devices from
unauthorized access and use, malware
infection and data leakage.

An Acceptable Use policy (AUP) shall be
established to provide rules that protect
both Ooredoo and its Staff from potential

liability, reduce information security risks,
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5.2.3.

5.2.4.

5.2.5.

5.3.

5.3.1.

promote good practice and ensure that all
their

responsibilities and obligations when

Users are aware of roles,

using Ooredoo Information Assets.

Minimum Baseline Security Standards
(MBSS) shall be established, implemented
and enforced for Endpoint Devices’

operating system, applications and
network layers.
shall

protection of all its Information Assets

Ooredoo ensure adequate
throughout the phases of the Asset’s life
cycle.

Ooredoo shall be committed to establish,
implement and maintain an asset
management process to track asset
inventory of Endpoint Devices, to ensure
Information Assets are returned upon
termination of User's contract and to
ensure Information Assets are
adequately protected during transit and
all sensitive information stored on media
are disposed securely.
Telecommunication and Enterprise
Network Security

Ooredoo shall ensure adequate security
and

controls, countermeasures

safeguards during planning, design,

implementation and testing of its
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5.3.2.

5.3.3.

5.4.

5.4.1.

Telecommunication and Enterprise

network Infrastructures.

Ooredoo shall establish, implement and
maintain adequate frameworks and

security tools for network access

management, remote access

management, network security

configuration management,

communication security, information
exchange/transfer and email security to
protect from unauthorized network
intrusions and risks of misuse and abuse.
Ooredoo shall define, implement,
maintain and continuously improve cloud
security policies, standards, procedure
and security controls for the various
cloud service models it hosts or is
subscribed to; Software as a Service
(SaaS), Platform as a Service (PaaS) and

Infrastructure as a Service (laaS).

Information Classification and
Protection

Ooredoo shall define, implement and

maintain information security policies

and standards for information

classification, labelling and handling to
information and

avoid leakage

unauthorized access.
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5.4.2.

5.5.

5.5.1.

5.5.2.

5.6.

5.6.1.

Ooredoo shall plan, design, implement,

deploy, maintain and continuously
improve appropriate data protection
controls that are proportionate to the

information classification level.
Identity and Access Management

Ooredoo shall establish an Identity and
Access management (IAM) framework
including policies and standards for IAM,
Privilege Access Management (PAM),
remote access management, password
management, etc. and security tools to
ensure a consistent governance,
management and operations of User's
Identity and Access management in
staff

off-boarding

Ooredoo  during onboarding,

transfer and across
systems and applications.

Ooredoo shall establish processes and
tools to monitor compliance and measure
the effectiveness of Identity and Access

Management implementation.
Cryptography

Ooredoo shall establish, implement and
maintain an encryption management
framework to protect confidential and
sensitive data which Ooredoo receives,
stores, and

manages, processes

transmits through Ooredoo’s network.
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5.8.3

5.8.4

5.9.

5.9.1

5.9.2

and technical requirements at all phases
of project planning and implementation
of Software Development Life Cycle
(SbLC).
Secure development standards,
procedures and guidelines shall be
followed for all systems and applications
to build a secure service, secure coding,
secure architecture within development,

testing and production environments.

Ooredoo shall ensure that all new
applications, systems that are acquired,
developed or enhanced undergo system
acceptance and

testing security

assessments to identify and close
security gaps and vulnerabilities before

their launch.
Third party relationships

Ooredoo shall establish, implement and
maintain third party security policy and
security compliance monitoring process
to ensure third party’'s adherence to
Ooredoo’s information security policies,

standards and procedures.

Ooredoo shall ensure agreements and
contracts with third parties and their
sub-contractors include the obligation to
follow Ooredoo’s information security

policies, standards, procedures and SLAs.

Page 14 of 23

This policy is an extract of the
original Ooredoo Information
Security Policy (POL/2018/12)

ggpito Jaljo dals oa diiallg dilyeunill

Alopll pghli 6jgy A 1aiig hihAj

.(SDLC)

alanagig dlelplg pileo ¢liil aqy
dahilll dal4y @gleiy lata golll pghill
jLoyig diol doaa alagll ellag auldphillg
Hghill aliy jon gol planig (ol
-2liilllg juislllg

da1aall alduhill dals gi Al go__ni
oi il gl Lagl i piy il clg—w
oudillg Joudll alhbisll g »AT lajghi
caeAll hldig alpeill yaai daay giolll
Ladh] Jid diiolll

cllill caphll alélc

wlc dhdlaallg Aaiig g ngr dy)i pgdi
dudlyo alelpalg édlill caphll ol dw L
caphll pljill glo_al ¢lldg . odolll pljillll
gol aleljalg puleog al b wy édllill
Ayl oa alogleall

sgéellg alalailll Jo i gly Ayl go_ Al
Jo lago (padleiallg dillill walyhlll go
g pileo g alwluw glili paolfilly byl
§gi_uio ailidlailg cilogleall (ol cileljal

Ayl 1 dnlAll doaall

5.8.3

5.8.4

5.9

591

5.9.2

ooredoo’



5.9.3

594

5.10.

5.10.1

5.10.2

5.11.

5.11.1

Ooredoo shall define Key Performance
Indicators (KPIs) and regularly perform or
review security assessments for its third

party systems or outsourced services.

Ooredoo shall regularly conduct an
information security risk assessment of

its existing and potential third parties.

Change and Patch Management

Ooredoo shall document, implement, and
enforce Change and Patch Management
framework and service level agreements
(SLAs) for all

information

security changes to
processing facilities,
systems, applications and processes to
ensure that all security changes and
patches are timely and securely deployed
to minimize the impact on the system’s
confidentiality, integrity or availability.
Ooredoo shall establish a process to
that

configurations and patch deployments

ensure security changes,

are conducted in a planned, managed and

secure manor.
Security Monitoring and Operations

Ooredoo shall define, plan, design,

implement, monitor, maintain and

continuously improve security
monitoring and operations’ framework

and infrastructure (people, process and
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technology) to ensure 24/7 monitoring ol dudlpall gloal ellag joiwo J4

and timely detection of and response to - il ,0|—.!i J4 i acl Il 8)lr0

Lulioll adgll ga dilat wlllg caillg
.alogleall (ol ¢nlgal

5.11.2 Ooredoo shall plan, design, implement 4 4),0q 3y4iig aronig hihai) iyl pgdi 5.1.2
and monitor Users' access to Ooredoo

information security incidents.

alduhig dohil gl guoiaiwaell Jging
systems and applications. .
Ayl

5.11.3 Ooredoo shall plan, design, implement, 1 14iig  pra nig hihAi 3__UT ogdi 511.3

review, maintain and continuousl . “
Y g unillg ole d WAl nallg d ealpog
penetration testing, threat intelligence iUl jLislg aletll 3L 4 |

and threat hunting technologies, o2 Gl iilAolg alelpalg alyidig

processes and competencies necessary il ih nlg alx gy aill jge alogleall
to identify, classify, remediate and

improve  vulnerability  management,

wati nig aanil dyjgr all alyaaill
mitigate security vulnerabilities. . )
duioll alyeill go araiillg aanig
5.11.4 Ooredoo  shall  address  security . ic §iolll ciljeill dalleay 3 pgdi 5.1.4
vulnerabilities when they are discovered .
Y 4agig 3aall eiojll jlall o aal fisl
at defined timeframes and provide fixes i -

as applicable. <Alb @ihil Lol abaloll

5.11.5 Ooredoo shall clearly disclose what, if Jc a_nhlg Ja_iiy al_nalll )i pgdi 5.11.5
any, security modifications it has made to . . s .
Y Y Lol oill (@aag g diolll alysill

such modification updates sent to el pildg Jlgall J pLAT ol
Customers. cllooll @] @l oi (il alipaaill

a mobile operating system and effect of

5.11.6 Ooredoo shall ensure that people are able ¢ -yjald Gulill gg4u gl )i goni 9116
to share any vulnerabilities they discover . o E ,
Y Y o Laiga sy alei dif 4L

within Ooredoo applications and services ]
alelpl Il pe 3yl alox Ag alduhi

through designated procedures.
.clAl daniall

Page 16 0f 23 ooredoo’



5.11.7

5.11.8

5.12.

5.12.1

5.12.2

5.12.3

Ooredoo shall define a mechanism
through which security researchers or
Customers can submit vulnerabilities
they discover within Ooredoo
applications and services.

Ooredoo shall be committed not to
pursue legal action against researchers
who report vulnerabilities within the
terms of The Company’s vulnerability

reporting mechanism.
Incident Handling and Response

Ooredoo shall be committed to

appropriately handle and respond to
cyber security incidents as per well-
recognized security standards and best
practices in terms of people, process and

technology.

An Incident handling and response

policy(s) shall be defined and supported
by
response plan, procedures and controls
to detect,

eradicate and recover from cybersecurity

security incident handling and

report, respond, contain,

incidents and attacks.

Ooredoo shall perform table-top and
cyber security drill exercises annually for
security incident handling and response
to test and assess the incident response

team’s preparedness and capabilities to
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5.12.4

5.12.5

5.12.6

5.12.7

detect,

eradicate and recover from cybersecurity

report, respond, contain,

incidents and attacks.

Ooredoo shall establish a digital forensics
investigation framework to ensure the
integrity of data during identification,
collection, examination, and analysis.

All suspected Personal Data breaches
shall be reported to the Group Chief
Legal, Regulatory & Governance Officer
(GCLRGO) or his delegate. Where the
GCLRGO determines that a Personal Data
breach entails the possibility of material
damage to the Personal Data or privacy
rights of affected individuals, Ooredoo
Qatar shall notify the affected individuals
and the respective department at the
and

Ministry ¥ of  Communication

Information Technology.

The CEO, Board and other relevant
entities as applicable shall be notified
without undue delay when a material

incidents or data breach(s) take place.

Ooredoo shall define the necessary steps
it would take to address the impact of a

data breach on its Customers.
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5.13.

5.13.1

5.13.2

5.13.3

5.14.

5.14.1

5.14.2

Information Security Aspects in

Business Continuity

Ooredoo shall be committed to embed
information security continuity in its

business continuity management
systems in compliance with the Business
Continuity Management Policy.

Ooredoo shall establish, implement and
maintain processes and controls to
ensure the required level of continuity for
information security during an adverse
situation.

Ooredoo shall verify the established and
implemented information security
continuity controls at regular intervals to
ensure effectiveness during adverse
situations.

Information Security Compliance
Monitoring

Ooredoo shall be committed to establish,
implement and maintain an information
security compliance monitoring process
to ensure compliance with information
security polices, applicable national

cybersecurity laws, regulations and

applicable international security

standards.
Ooredoo shall be committed to perform
reviews, technical

security audits,

security assessments (i.e., penetration
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testing and vulnerability assessment)
and compliance reviews at planned
intervals or when a significant change
to

effectiveness to mitigate the respective

occur ensure security control
cybersecurity risks. The frequency of
penetration testing and vulnerability
assessment shall be defined by Ooredoo’s
Corporate Information Security team and
any critical findings shall be reported to

the CEO and the Board.

5.15. Policy Enforcement

5.15.1. All Ooredoo employees, consultants,
contractors, sub-contractors, vendors,
suppliers and their employees are
independently responsible for reading,
understanding and following this policy.

5.15.2. Non-compliances with this Information
Security Policy shall be dealt in
accordance with QOoredoo’s applicable
policies, procedures and contractual
obligations.

5.16. Policy Amendment

5.16.1. This policy supersedes all previous
releases (policy, circular, memos,
instructions or any other form) on its
subject-matter.
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5.16.2. Any change to the provisions of this i 4~} duwluull oda ol4al olc i §T 5.16.2
policy shall be preliminarily reviewed and

recommended by the Audit & Risk
Management Committee (ARC) and
finally approved by Ooredoo’s Board of Ayl 8jlal yulao go (sdl@i Jauy

Directors.

dial Jud go Ugl @y dungillg diealyo pii
oalaiclg (ARC) phlAall 8jlalg (G ill

5.16.3. Any deviation on the implementation of -, a4 Ll 0dA Maii gle jugi 6i 5.16.3

this policy shall be approved by the Board
poticy PP y Bylalll gulao go oalaicl
of Directors.

REFERENCES galyall

(Processes, Procedures, guidelines,

ql/g alaagill g .aldaell g .alcljalll)

and/or any relevant document)
(dln aly gilig dyl

6.1. Identity and Access Management .. . . 6.1
Policy Jangllg digall &yla] duwlw
62 |nformation Classification Policy alogleall dying dwluw 2
6.3. Acceptable Use Policy Jardall pladiwll dulyw 6.3
6.4. Encryption Policy J.La.ouI Gl 6.4
6.5. Network Security Policy a4l UDi duulyw 6.5
6.6. Enterprise Wireless Security Policy draluwalll 41l Jlailll dwluw 6.6
6.7. Application Security Policy alauhill d_oi Gl 6.7
6.8. Logging and Monitoring Policy duiolll dudilpallg Ml duwlyw 6.8
6.9. Information Security Incident cilogleall jof ¢ialga 8)la] duwliw 6.9

Management Policy
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6.10. Protection of Personal Data Privacy

6.11. (Law No.13/2016)
Concerning Privacy and Protection of
Personal Data

6.12. .
Encryption Management Standard

6.13. Business Continuity = Management
Policy

6.14. IS0 27001:2013 - Information
technology - Security techniques -
Code of practice for information
security controls.

6.15. Payment Card Industry Data Security
Standard (PCI-DSS)

6.16. Qatar National Information Assurance
(NIA) Policy v2.0

6.17. Security Policy

6.18. Information Security Management
Process

6.19. Enterprise Risk Management Process

6.20. Vulnerability Management Process

6.21. User Access and Identity Management
Process

6.22. Control of Documented Information
Process
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6.23.

6.24.

6.25.

6.26.

HR policy

Law No. 14 of 2014 Promulgating the

Cybercrime Prevention Law

Decree-Law No. 34 of 2006,
Promulgating the Telecommunications
Law

Decree Law No 16 of 2010 Promulgating
the

Commerce Law

Electronic Transactions and
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