. This policy is an extract of the
original Ooredoo Information

Security Policy (POL/2018/12)

Ooredoo Information cilogleall U-Di Ao Liwd

Security Policy - i40uill - Ooredoo o

External Version

dia)lAll

i e N )

The purpose of this information security acy 11agi ol d_wl_wll od& ardi

olicy is to ovide Ooredoo’'s To
policy | provi ] P JUA o Ooredoo ed Lilell &)Ul dagig
Management’s direction and support . i

through information security and data gol hilg-ng alelplg juleog aluliw

protection policies, standards, brni il alilyll dileaag alogleall

procedures and controls that shall od alogleall L'J-Oic| $ lig paig

govern, manage, and operate information . J0AT oillg Ooredoo

security in Ooredoo ensuring:

alogleo (ol aililacg Joc jlh] . 1

1. A robust and a homogenous
Information Security Framework :Ooredoo (sa duilaiog dygd
and operations across Ooredoo. drinill dyidlg ciloaall dal4 dyloa . 2
2. All services and their supporting alyaaill o Lglé JA sy daclall
infrastructures are adequately . .
.dalizall duiolll
protected against the various .
security threats. plol 4uinill dyiyllg aloxill digyo . 3
3. Services and infrastructure .duiolll ailoaallg ¢ialgall
resilience to security incidents al_wl il alogleall ol JLiiol . 4
and attacks. allhiallg alogleoll (J.oi Juleog
4. Information security compliance
to information security policies, Aiibgll doshiill dyigilall
standards, national legal and  Jlao (oa 63390 dljadg aljlao . 5
regulatory requirements. Ooredoo (od (sl golll
Page 1 of 23

ooredoo’



. This policy is an extract of the
original Ooredoo Information

Security Policy (POL/2018/12)

5. A uniform cyber security goll a4)a0 g duclg diy agag. 6

workforce skills and capabilities
.Ooredoo (od dilogleall

in Ooredoo.
6. A security-conscious culture

across Ooredoo.

il O

This policy applies to all Ooredoo’s clail dals olc d n Il oA® (Guhii 21
infrastructure used to deliver

Glafio pagil doaAad  wiell dyiadll gddl
Ooredoo’s products and services to

Customers including all internal users dals J 9:e Ooredoo iloang

who have access to the Company's  eIMAL wl pal ago wall juordT wall
information including Company ahgo ¢lly oa Loy d4) il alo gleo

employees, consultants, contractors, ouadloiallg gl Ulg &4 |

and their employees and anyone who diygedlg bl go gurdlatallg
has been provided access to pd oA t,_Si g paahgo g (ucjgollg
information or information assets gl ailogleall gll Jgngll dialln oaigji
owned by Ooredoo or operated by it. Ooredoo la4lioi ill cilogleall Jg_ni

sub-contractors, vendors, suppliers

Laihuwlgr jIai gi

H EXCEPTIONS leLliiialll E

None aagu 3]

i i I )

In applying the statements of this policy, the alal4ll ggiiw dw bl oAa ,ol_‘mi Guhi od
following words and expressions have the )

Qo J4 (upd dangall gdleall ddlill aljlellg
meanings hereby assigned to them, unless the N

context otherwise states. Al gdeo Gl yaidy al lo
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41. The Company / Ooredoo
Ooredoo Q.P.S.C. a Qatari Public
Shareholding Company
(Ooredoo Qatar)

4.2. AssetOwner
Refers to a Department or person who is
responsible for an asset in The Company
and authorized to request, approve and
terminate the provision of access to the
Corporate’s information or information
processing device.

4.3. Customers
Consumer or Business Consumers who
have subscribed to or purchased
products or services from Ooredoo.

4.4. Third Party Data Processor
A natural or legal person who processes
Personal Data for Ooredoo.

4.5. Endpoint Devices
Refers to Ooredoo owned or managed
desktop computers, laptops, smart
phones, tablets and other devices.

4.6. Individual
A natural person whose Personal Data is
being processed.
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This policy is an extract of the
original Ooredoo Information
Security Policy (POL/2018/12)

Ooredoo / d4pill 41
doal o d4y 1 .g.g.p.gu Ooredoo
dolc dyjhd
.(rd Ooredoo)

Jolll ge Jgguall 42
b Jol ge Jggumall gad Gl gl 8jlalll
clellg alaiclg ullhy gagaallg d4 il
jlaa gl @5pill ailogleo (oIl Jgngll aio

.logleall dalleo

alogll 43
al4y i gl alaldl go cllagll pag
gl ailaiio clpin Igold (Al gi ggiyidiall
.0oredoo (jo dloaa

allill caphll alily alleo 44
Al ogildll gl gouhll na il gag
allnl drna dll alilll dalleay pgdy
.Ooredoo

Joddiwoll dj@ai  4S
drni Gl jiguoadll sjaal (o] pii
djmalllg d153 1l wailgallg d Iganallg
laAlioi il 8j@alll go lajeg diaglll
.Ooredoo @i gi

aall 46
dalleo oii GAMI (geuhll gpall gag
Al ailily
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4.7. Information Asset ilogleoll Jnill 47
Refers to tangible and intangible data . .
° g_ _ Hég & wgalall abilyll oJl g
that has value to The Company including
data relating or connected to Ooredoo 4 L doyd ellioi ‘é\'dlg 9 I
and data entrusted to it by another party.  gi déleioll aililull ey gé lay @5y il
This includes data in electronic and dl4qgall alilullg Ooredoo | dl_niall
physical forms including but not limited alilydl 1ha ¢ ATig JAT cph o L]
to documents, emails facsimiles, .
) clly oa Loy .dyalallg drigpialll lallaul
envelops and data resulting from the use -
of applications. Jilwyg @Giligh paall U Jliall Jw lc
waylhollg guilallg @jgj_‘iill_ll A gpll
LAlduhill plaAtwl e dailill alilullg
4.8. Information Security Framework alogleall gol Joc jlnl 48
Consists of an information securit -
Y alogleall gol & _wly w go ggsiy
policy, supporting procedures, guidelines
and standards The Company follows to dachll jpleallg alayngillg alelalllg
manage its cybersecurity risk and to Jolll jhlio 8jlall d5y Gl [@eyii il
ensure Ooredoo Information Assets and cilogleo dg_,gi dilon gloonlg (gdlprwall
information processing facilities are alogleall d alleo dalog Ooredoo
adequately protected. )
49. IS IS 4.9
Information Security. alogleall (ol
410. PersonalData dunadill alibdr 410
Data processed by or on behalf of
P Y Jsd go Laiall oo pif gill alilyll
Ooredoo, which belongs to and/or is o
about an Individual who has a verified < willg 4Ll gl Ooredoo
identity, or who can be reasonably &4g@ al i i Jga (gii gl /g (ol
verified through such data by combining Jadeo JA_du §daill 4oy gi .03\ 10
such data with any other data.
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elli gy gaall gi alilull eli JuA jo dio
alilull go ayieg alilull

4.11. Sensitive Personal Data dwloaall dunacdl alibwdl 41
Personal Data related to the racial origin, d-DiJU. ddloinll dnadll alilull eag
children, health condition, physical or . . . o
psychological, religion, marital relations, gl dpnll dhll gl Jlabll 4l ‘é\ﬂle
or criminal actions, or any other Personal g (Al gl euaill gl awall gAgll
Data, identified by MCIT, which it ¢lily i gl alliall gi dulilell aléilell
determines may cause serious damages allaill 8jljg Lasai ,6pi
to the Individual if misused or disclosed.

i i (illg .alogleall Linglgidig
cqu Jh o yall gle pha Al
laic alnalll gi laolaAiwl

412. MCIT MCIT 412
Ministry of Communications and alogleall Lnglgidig alllailll &)ljg
Information Technology.

413. Staff/User(s) (JgoAAiuall) pAA inall /calhgall 413
Refers to all The Company employees, . N . .

ulotiwlllg dajoull gakhgo (ol puoli
consultants, contractors, sub-
contractors, vendors, suppliers and their ablll go gard 'g Ui g
employees any third parties who has At slg patalgog gicjgallg guyjgallg
been provided access to information or alogleall (ol Jgngll 8jio ario pi Sl
information assets owned by The lapai gil 4liai ol alogloall dg.Di gi
Company or operated by it. ) '
.daypull

414. Minimum Baseline Security Standards &.j,i.DiJ' Juleoll t_sdlm \all 44
Refers to list of minimum securit . .

r ' nim 4T althiall go (gislll Anll dailé (o] piy
requirements needed which should be .
implemented in Company’s Information [@MAl o) (il dojilll dyioll
processing facilities, systems, Glogleo dalleo aldyhig dalilg &j@al
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4.15.

4.16.

application, etc. to ensure its

confidentiality, integrity and availability.

Corporate Information Security (CIS)
The Corporate Information Security
Department within the CEO Office of
Ooredoo Qatar.

Business Units

Refers to Ooredoo Business Units such as

Technology, Commercial, CEO Office...etc.

This policy is an extract of the
original Ooredoo Information
Security Policy (POL/2018/12)

@i gloal clldg lapég dapull
layagig laiolliug

(CIS) dSuidll cilogleo ol )lal 415
4ol deylill d4y il ¢ilogleo (joi &)lal

Hnd Ooredoo g sAraiill gutipll

Jo=ll alaag 416
Laglgidill Jio Joell alaag o] puitig
Gl qifo 8aag Ldylaill 8aagllg

... g dpaiill

H Policy Statement dualiodl glu H

5.1.1.

Cybersecurity Governance

Ooredoo shall be committed to secure its
products and services and deliver them
to its Customers in a secure manner.

The information security organization
structure along with information security
roles and responsibilities shall be
developed, maintained and assigned at all
levels to manage information security
within Ooredoo and across all Business
Units and services and ensuring that the
Staff understand them.

Ooredoo shall be committed to adopt a
systematic Information Security
Management System (ISMS) that
establishes, implements, operates,

monitors, maintain, and continuously
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improves information security to achieve oudi olc 82 oieall d4) il caly af

business objectives based on risk . o )
2o Joleill Jgudll alygi wog jhlAall

J4_in Laijlalg alogleall (ol phlao

security risks. Jl=a

assessment and acceptance levels to

effectively treat and manage information

5.1.4. The Corporate Information Security a4yl alogleo L'J.oi 8y1al (ile olc @iy 514

Department shall be responsible to define

P respons I dlelplg juleog Alwiliw A1aaT dilgguio
and maintain the information security .
dlogleo (ol al_wjl oog Gl aiagig

policies, standards, procedures,
guidelines and practices within Ooredoo Laylc hlanllg Ooredoo (gd d4puull
Qatar.

5.1.5. This Information Security policy shall be olc dogeao cilogleall O_oi dw b gad 515

(] orted, at minimum, by domain- .
vppor nimum. by ™ Glelalg juleog @l wly oy gLl

specific information security policies,

standards, procedures and guidelines for allally anlill alog | gol allanngig

the following domains: sduLill
1. Information Security Governance alogleall gol dadga . 1
2. ldentity and Access Management dJangllg digall 6jla] . 2
3. Network Security d4usull ‘_'j-Oi 3
4. Endpoint Security 41034 | 6j_a;i d.oi 4

5. Application Security ]
alduhill ol . 5

6. Cloud Security Sk Jo
7. Data Privacy and Data Protection (Ag\L9) (gdlawll golll . 6
8. Change and Patch Management alibull diloag alilull dingna . 7
9. Security Monitoring and cuanillg puoill 51l . 8

Operations L .
duioll ailloellg didlyall . 9
10. Security Incident Management

11. Physical and Environmental diiolll Aalgall la] . 10

Security il salall golll . 11
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5.1.6. An Information security steering o | i ¢ dinl i 5.1.6
d gJy_Q.I ’ Lol [gIUNETU N W Y
committee (ISSC) consisting of Jot ke ' N T
representatives from the different <39 (d3pill allsl walito go digho
business functions in the organization d.Di aljppaliog  guylito  Apail  Ji@wil
shall be established to facilitate the Joc (jhi) jlhl lc Klaallg clogleall
information  security projects’ and Gyl dialll s1ifg o | (}oi
initiatives’ deployment, implementation .
and maintenance of the information 'OJ'LUL!'D*g aill
security framework(s). The committee to
report to CEO directly.
5.1.7. Information  security  roles and 45§ |l ylgg uog jlgal Ay AT w917
ibiliti hall be defined d =
responsibilities sha e defined an cja4 . lio 1 1@A4ifq alo |
appropriately enforced as part of the . _
Human Resource’s Code of Business & gl dypill ylgoll Gliyo go
Conduct and Ethics, and Non-Disclosure  2L—nalll pac alyélailg Joaell alidiliig
Agreements with Ooredoo Qatar’'s Lc',|J_JQi_J|g 1h & Ooredoo @_aJag_o 20
workforce and third parties. PRI
5.1.8. Duties and areas of responsibilities of 4 algall ciligg wog cilinlg Jna uy 218
employees shall be adequately .. ) .
N wpa go Juldill el 13g ,aals 4y
segregated to reduce the opportunities .
for unauthorized or unintentional ~9 | ne glary | je Juaeill
modification or misuse of the Information L@olraiil 8eluw) gi cilogleall Jgnll
Assets.
5.1.9. Security requirements shall be identified e drioll ¢ililiAiodl dealjog Aani aay 519
and reviewed across all phases of a . ) .
_ o _ - dilydldlvgo go wgg)to sl Jaljo gron
project; from initiation, planning, design, .
execution to project closure. I Ug g Aaiillg pro nillg hihAbllg
£qpioll (GAle|
5.1.10. Ooredoo shall be committed to establish,  &|5| ilclja| Ayaiig 2 g1 Ooredoo pjili 5.1.10
impl t d intain Inf ti .
implement and maintain Information & lc dhalaallg alo | ol hlio
Page 8 of 23
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Security risk management process to
manage and mitigate risks and reduce
potential impacts on Information Assets

to an acceptable level.

Laio caraiillg pal Aall 8jlall ¢l lig
Ja—ni olc dlainall jliT1 go Jildillg
.Jaudo sgiwo oll Glogleall

5.1.11. Ooredoo shall ensure that internal and alilacg cilopdiy plidll Ooredoo (oA 5.1.1
external security assessments and audits .
y Lavilaiiol d1njlag dulals dyiol Guaai
are conducted for its products, services
and infrastructure to ensure alo i duinill laiiig lailoadg
effectiveness of and  continual oLl joi wall gy wnillg d L oall
improvement to information security. .logleall
5.1.12. Ooredoo shall be committed to Hohi od jloiwl Ly Ooredoo pjili 5.1.12
continuously develop, implement and . . )
Y P P Jgol le qyaillg dicgill Qolip Ayaiig
maintain information security awareness
and training program for all Users to Lollg guo | dalal alog |
ensure understanding of Ooredoo ol Gl wl w paa glo_nl elig .alc
information security policies and the L}Di—ﬂ ala gy aig Ooredoo il ogleo
changing cyber security threats. Bpiall @I Ll
5.1.13. Ooredoo shall publish practical materials 4 4,17l algall | ‘i1 Ooredoo ogdi 5.1.13
that educate Customers on how to )
dalon draid Jga Laclac wadii qdll
protect themselves from cybersecurity . c
risks relevant to The Company’s products %NIJ‘" I goll fhlao go !
and services. .dapull aloaig alaiio ddleioll
5.2. Endpoint Security JHoAAioll 6j.613i (J.oi 5.2
5.2.1. Ooredoo shall establish and deploy «|idig Jac jhi | ihiig Ooredoo 2 _Aj 5.21
frameworks and technologies to secure . .
g 30 LAl Jroriiwall 8jaaf d@ald guolil
all its Endpoint  Devices from
unauthorized access and use, malware Jog di 2 | ne ol llg Jg-ngll
infection and data leakage. alildl ypuig diyAll aliaopll
5.2.2. An Acceptable Use policy (AUP) shall be Jaudiall plaAi il & wl_w g_hg pi) 5.2.2
established to provide rules that protect
P P 30 8 woai il aclgdll Ay il
Page 9 of 23

ooredoo’



This policy is an extract of the
original Ooredoo Information
Security Policy (POL/2018/12)

both Ooredoo and its Staff from potential
liability, reduce information security risks,
promote good practice and ensure that all
their

responsibilities and obligations when

Users are aware of roles,

using Ooredoo Information Assets.

L dlgc §i Jo La1algog Ooredoo

(J—Oi thlao (jo Jtldillg .dlaino
L3l al_wjlaall jijeiq «logleall

pa)lgall groadi woll dald ] glong
oAt wl cliil pailoljillg paililgg wog
.alogleall Jgni

5.2.3. Minimum Baseline Security Standards 4,i5{l| jyiloall jo (girlll Aall 2 g uay 5.2.3
MBSS) shall be established, implemented e L. .
( ) p sjmal Jue diti plialy (Gloh) logd oiyaiig
and enforced for Endpoint Devices’
operating system, applications and alig g alduhillg go |
network layers. .d4apoull

5.2.4. Ooredoo shall ensure adequate 414 d,al4ll dyloall Ooredoo jo__ri ©-2-4
rotection of all its Information Assets .
P 893 Jalpo Jlgh layal aloglooll Jg_ni
throughout the phases of the Asset’s life .
cycle. Jolll 6ha

5.2.5. Ooredoo shall be committed to establish,  &|5| cilclja| Ayaiig 2.11gs Ooredoo pjili 5.2.5
implement and maintain an asset .

P Jgjto dsulial layle dhalaallg Jgnlll
management process to track asset . .
inventory of Endpoint Devices, to ensure cll3g ghoad | 6jasl go Jg Ul
Information Assets are returned upon clail Aic cilogleall Jg ni 8alc| glo_nl
termination of User's contract and to  Jg ni dilon glo_nlg .Jroaai woll adc
ensure Information Assets are laillg Jaill cLisT als 4.1 cilogleall
adequately protected during transit and

o . . wle dijaoll dwlwall alogleall dal4 (jo
all sensitive information stored on media
are disposed securely. .Jol Jauy hilwgll
5.3. Telecommunication and Enterprise d4 pidll d4ucsg allaill goi 53
Network Security
5.3.1. Ooredoo shall ensure adequate security  &,i5fl| hilg_ Il agag Ooredoo Jo_ni 931

controls, countermeasures and
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safeguards during planning, design. (|| jLiAlg Midiig a1o_nig hyhAj eliff
implementation and testing of its a4yl d4ing ailllaiill dyiall
. danng & dyinil
Telecommunication and Enterprise

network Infrastructures.

5.3.2. Ooredoo shall establish, implement and Jasll Jbi ALdiig g g1 Ooredoo pgdi 5.3.2

maintain adequate frameworks and lale dhslaallg &._l,dli]l&,gioﬂlﬂlgsﬂlg

Jongll 8jlslg dSeill o Jgngll &ylal

security tools for network access

management, remote access
management, network security 441 il dyiolll diraill &)lalg yey e
configuration management, L}Dig alogleall Jdi /Jalig JLaill (}oig

communication security, information g0 dl U el lag ,g_su'gp‘j_ILJI N

exchange/transfer and email security to )
_ pl2AT wlll egw phliog darwll aldlyial
protect from unauthorized network

intrusions and risks of misuse and abuse. laiilllg

5.3.3. Ooredoo shall define, implement, i 1nig ALdiig ayaair Ooredoo pgdi 5.3.3

maintain and continuously improve cloud .

y1mp golll hulg_ng alelal leog il wly w
security policies, standards, procedure
and security controls for the various clldg .l IJ'(AQMI)%N |

cloud service models it hosts or is gl [@aL AT wi il 3gll5 aload Rilaj

subscribed to; Software as a Service {pyis alopll clay ellyi il oy odll

(SaaS), Platform as a Service (PaaS) and didllg (PaaS) dpaas d inllg (Saas)

Infrastructure as a Service (laaS).
.(1aaS) doai4 dyinill
5.4. Information Classification and ailogleall diloag witing 5.4
Protection

5.4.1. Ooredoo shall define, implement and dhalaallg Ardiig ajani) Ooredoo pgdi 5.4.1
maintain information securit olicies ¢
y P laga cilogleall gof puleog cilwliw olc
Lay ig c1logloall i i gloi)

and standards for information
classification, labelling and handling to
avoid  information  leakage and wy—wi inil ellig JLago Joleillg

unauthorized access. Lay] & apoll e Jangll gi cilogleall

Page 1 of 23 ooredoo’
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5.4.2. Ooredoo shall plan, design, implement, Araiig pro__nig hihAi) Ooredoo pgdi 542
deploy, maintain and continuously doilall hulg_nll wle dhalanllg g
improve appropriate data protection
controls that are proportionate to the $9l—uio go Galgiy lay alildl dylaal
information classification level. Jlpoiwl [@ininig alogleoll wagini

5.5. Identity and Access Management Jangllg digall 6jlal 5.5

5.5.1. Ooredoo shall establish an Identity and ¢ 4,941l &jlall Joc jLh| Ooredoo g Ai 5.5.1

Access management (IAM) framework 8)15] juileog Aluwlyw ga_ntig Jgngl
including policies and standards for IAM,
Privilege Access Management (PAM), oioll Jg-ndll 8)blg «Jg-ngllg digall
remote access management, password alols )lalg a1 ge Jg—ngll §jlalg
management, etc. and security tools to a|gAU| ol dal_allly Lapég gpall
ensure a consistent governance, alylac g &jlalg dadgn glo_nl érioll|
management and operations of User's )
Identity and Access management in Ooredoo 4 Jgngllg dygall ojll alli
Ooredoo during staff onboarding, gl paldig Joell gahgall Gill cLiil
transfer and off-boarding across alduhillg dohilll pe Jooll p@4)i
systems and applications.

5.5.2. Ooredoo shall establish processes and 44|60 cilgalllg alelpalll Ooredoo g _nj 5.5.2
tools to monitor compliance and measure digall &jla] wuaii dulled guludg pljilll
the effectiveness of Identity and Access
Management implementation. Jgngllg

5.6. Cryptography padiill 56

5.6.1. Ooredoo shall establish, implement and 5.6.1

maintain an encryption management
framework to protect confidential and
sensitive data which Ooredoo receives,
stores, and

manages, processes

transmits through Ooredoo’s network.

Page 12 of 23
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5.6.2. Ooredoo shall establish, implement and 8y1a] yuleo Aiaiig g rig) Ooredoo pgdi 5.6.2
maintain cryptographic key management . . .
yptograp Y g wodof alido el il | pa dill alid
standards for secure key generation,
ownership, usage, distribution, storage, diijaig d.2jgig dol lg aA1liolg
backup and recovery, and revocation to  cl@lllg glaji wlllg hlinll 3 uillg
protect the keys throughout their auilaoll dylaal elldg .aylc dhhalaallg
lifecycle. laiord 830 Jlgh
5.7. Physical and Environmental security wiudlg saloll golll 5.7
5.7.1 Ooredoo shall establish, implement and loc jLhn] Ayaiig g g1 Ooredoo pgdi 5.71
maintain physical security framework to .
Py Y el 1ag .alc & Kalallg galall goil
protect Ooredoo’s Information Assets o
and facilities hosting information against Ooredoo (a4 alog 1 Jg | dyloal
unauthorized access, physical and M0 dlogleall car AT wi Gill Galjollg
environmental damage. &SALQ“ J—nllg a1 apnall pé Jg—ngll
\odullg
5.7.2 Ooredoo shall enforce physical security dsiag dyly] hilga Aaii) Ooredoo pgdi 5.7.2
administrative and technical controls to .
_ o _ wiltall (Galpo d.ald olc ¢alall (oMl
all its building facilities and sites and ~ . N
continuously monitor their compliance yolwo Jaiy Laolfill didljog gdlgallg
and measure their effectiveness to ol hlio (o capadill lailed yulidg
mitigate physical security risks. .SAlall
5.8. Application Security alduhill gol 5.8
5.8.1 Ooredoo shall establish, implement and 5.8.1

maintain application security policies,
standards, procedures, guidelines and
tools including; acquisition, development,
and maintenance of applications and

information systems.

Page 13 of 23
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5.8.2 Ooredoo shall ensure that security c'j._l,LoiJI allhioll g g Ooredoo (oA 5.8.2
requirements are developed, considered allhiall wils ol l@iaiig lai_wlg
and implemented alongside functional
and technical requirements at all phases Egj'am Jaljo dals o dpldllg dylydunill
of project planning and implementation dlixopll pghi 8jgy A 1aifg hyihAfj
of Software Development Life Cycle .(SDLC)
(SbLC).

5.8.3 Secure development standards, | a)1gig aleljalg pul oo elail cay 5.8.3
procedures and guidelines shall be dolailll dals, dlei) loga golll pghill
followed for all systems and applications )
to build a secure service, secure coding, Joyig diol doad slyll dlrg «aldyhillg
secure architecture within development, KHghill aliy jo A gol pronig ol
testing and production environments. aliillg jlialllg

584 Ooredoo shall ensure that all new o 4,,hill & al 4 ;i Ooredoo o i -84
applications, systems that are acquired, af il gi @l aly (ol clgu 5auaall
developed or enhanced undergo system N B
acceptance testing and  security pudillg Jaudll ahiinll g aai lajghi
assessments to identify and close wa2all hldig aliill yaai aray giolll
security gaps and vulnerabilities before lad\h] Jid (j_m,ﬂ|
their launch.

5.9. Third party relationships allill wphll alédle 59
5.9.1 Ooredoo shall establish, implement and dhalaallg Araiig g gy Ooredoo pgdi 5.91
maintain third party security policy and alelpalg elill aghll &Di il olc

security compliance monitoring process .

to ensure third party’'s adherence to Pl gloal dlig "-§¢0U| pljilll didlo
Ooredoo’s information security policies, Clelialg juleog Al wly wy &Ll caphll
standards and procedures. .0oredoo (g4 cilogleall C}Oi

5.9.2 Ooredoo shall ensure agreements and alélaill Jo i dU Ooredoo jo__nj 5.9.2

contracts with third parties and their

sub-contractors include the obligation to
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.Ooredoo
5.9.3 Ooredoo shall define Key Performance g, uy iyl clalll al 1140 Ooredoo aanj 5.9.3
Indicators (KPIs) and regularly perform or .
(KPIs) gularly p ailopaill doaljog ehly pLATIL pgaig
review security assessments for its third . . .
. aloaall gl cdlill caphll doaill driolll
party systems or outsourced services.
Layla layle Aéloiall
5.9.4 Ooredoo shall regularly conduct an  y5f jh| 40 aydi cljaly Ooredoo ogdi 5.9.4
information security risk assessment of - .
y grd i dillill calphil olATil cilogleall
its existing and potential third parties.
.(Hloinallg
5.10. Change and Patch Management alinaillg yueill 6ylal 510
5.10.1 Ooredoo shall document, implement, and  4,,1hjg 3 yaiig §rigis Ooredoo pgdi 5.101
enforce Change and Patch Management .
g g aliyn aillg pugill &jlal) Joc jLh]
framework and service level agreements
(SLAs) for all security changes to alppill dalal doxill g alialailg
information processing facilities, cilLogleall dalleo §alo gl d yiolll
systems, applications and processes to cllig walelpalllg alduhillg a_Qb_iU|g
ensure that all security changes and éi4,i.oiJ| alipaillg alusill Aaii gl N
patches are timely and securely deployed _ ]
o Julaill gof Jaing wliall asgll (g4
to minimize the impact on the system’s i
confidentiality, integrity or availability. gl dioAlw gl plAill dypu ole pulill go
oyagi
5.10.2 Ooredoo shall establish a process to i,aiy jlan] clelp] 21 g1 Ooredoo pgdi 5.10.2
ensure that securit changes, . . - ) . .
y 988 & iolll ailiyaaillg ciliaillg cilpyoill
configurations and patch deployments ) .
are conducted in a planned, managed and -golg Jlasg dl gl
secure manor.
5.11. Security Monitoring and Operations dyiolll cililoellg didlyall 911

follow Ooredoo’s information security

policies, standards, procedures and SLAs.
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5.11.1 Ooredoo shall define, plan, design, a1o__nig hihiig 3ani) Ooredoo pgdi 5111
implement, monitor, maintain and . i )
’ dyini diisg Jac jLh| deiliog A 1diig
continuously improve security . .
monitoring and operations’ framework » Ul duiolll aily 'g dudljall
and infrastructure (people, process and Laulc hlaallg (Liaglgiaillg aleljalllg
technology) to ensure 24/7 monitoring  yla_nl ¢lldg .jai wo J4 iy l@pghig
and timely detection of and response to P'éi Js @g dcl Il )la0 olc didljoll
information security incidents. ) .
adgll oa dilai wlllg ca s4llg ggewlll
.alogleall ol ¢nlgal culiall
5.11.2 Ooredoo shall plan, design, implement ALdiig aro_ nig hihAi Ooredoo pgdi 511.2
d itor U ' to Oored .
and monitor Users' access to Ooredoo . il ol a0l Iy g dudilog
systems and applications.
.Ooredoo uldihig
5.11.3 QOoredoo shall plan, design, implement, 1 14ifg 1o nig hihAat Ooredoo pgdi 511.3
review, maintain and continuously . .
H—uwnillg olc d hal 1allg d_ealjog
improve  vulnerability = management, _
penetration testing, threat intelligence Ghiatlhlinlg aletll 8)H |
and threat hunting technologies, o2 Gl iilAolg alelpalg alridig
processes and competencies necessary il_ih nlg aly gy aill jge alogleall
to identify, classify, remediate and ig aaail d g all alyaadll
mitigate security vulnerabilities. . )
dyioll alyeill go caraiillg aanig
5.11.4 Ooredoo  shall  address  security g io[ || culjoill dall.oor Ooredoo pgdi 5.1.4
I iliti hen th i .
vulnerabilities when they are discovered saaall gioll lhll @é l@al il Aic
at defined timeframes and provide fixes i i
as applicable. Al3 Gl lals aballl jagig
5.11.5 Ooredoo shall clearly disclose what, if (J—C2~lﬁ|9 145y aLn_d!.IL! Ooredoo pgéi 5115

any, security modifications it has made to
a mobile operating system and effect of
such modification updates sent to

Customers.
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5.11.6 Ooredoo shall ensure that people are able Juald gulill ggiy d'J Ooredoo (jo__ AT 51.6
to sh I bilities they di . ot .
o share any vulnerabilities they discover o Laiga_ihi4y ailjet df d4)L o olc
within Ooredoo applications and services
through designated procedures. alelalll pe Ooredoo aloaig aldy
Al danAall
5.11.7 Ooredoo shall define a mechanism | q\4 4o 3401 @l Ooredoo axai 117
through which security researchers or . | gi (_g\j.Oi_“ Jlaall a grialall
Customers can submit vulnerabilities o C
they discover within Ooredoo ™ Laig " ‘--9'L“ aledll pd
applications and services. .Ooredoo dloaig alduhy
5.11.8 Ooredoo shall be committed not to 4 igjl dll ddnlall 01 ) Ooredoo pjili 5.11.8
sue legal action against researchers . . .
PUIPHE ERE REION FOATET TR et ge gl ggogiy guial gl >
who report vulnerabilities within the ' _
terms of The Company’s vulnerability o aleill ge AL dl bhgy J
reporting mechanism. dspll
5.12. Incident Handling and Response &l dilaiwllg dalgall go Joleill 512
5.12.1 Ooredoo shall be committed to 5f| ¢éalga go Jo Leilly Ooredoo pjili 5.12.1
appropriately handle and respond to _liall 4l &l djlaiwlilg iyl
cyber security incidents as per well- . . T
recognized security standards and best d 'g dageall diiolll jyleall lasgg
practices in terms of people, process and  dlelpalllg el bl éya go alwylaoll
technology. iaglgiAillg
5.12.2 An Incident handling and response 2o Joloill (¢1lwliw) dwliw dyani aay 5.12.2

policy(s) shall be defined and supported
by
response plan, procedures and controls
to detect,

eradicate and recover from cybersecurity

security incident handling and

report, respond, contain,

incidents and attacks.
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5.12.3 Ooredoo shall perform table-top and 8L4L~o uloi cljaly Ooredoo ogdi 512.3
cyber security drill exercises annually for - | ] e e
security incident handling and response th_m é\JIJ-H_MJI gelll dlaig duise
to test and assess the incident response diolll anlgall tlaiwlllg go Joleill
team’s preparedness and capabilities to  diil4olg dijala a0 pudig Juiall ellig
detect, report, respond, contain, Je «a 1Al go ¢algall dilai wlll (guya
eradicate and recover from cybersecurity £illlg (é\ﬂ_j.!._l__u.lﬂ d.Diﬂ aloaag dalga
incidents and attacks.
cl_nidllg lailgialg lal dilai wlllg laic
Laio galeillg layle
5.12.4 Ooredoo shall establish a digital forensics Grdaill Jac jlnl 2__1gs Ooredoo pgdi 512.4
investigation framework to ensure the dodl i glo_nl ellng gadyll @ilial
integrity of data during identification, R
collection, examination, and analysis. waadllg goallg aaaill eLidl alilyll
Junillg
5.12.5 All suspected Personal Data breaches ai_doll alslaiill g1oa g g\l aay 5.12.5
shall be reported to the Group Chief 98l putl) ol drna il alilull &y
Legal, Regulatory & Governance Officer
(GCLRGO) or his delegate. Where the Gc90ell dadgallg drayhiillg dyigilall
GCLRGO determines that a Personal Data  J9gitll gati) 3y losicg .angay o g
breach entails the possibility of material  ¢|la7ill Ui do4qallg dioyhiillg dyigildll
damage to the Personal Data or privacy I8 dsilol ol 639J i nA gl alilll
rights of affected individuals, Ooredoo . _
Qatar shall notify the affected individuals 930> 9 d—aa—dl alilyll ole galo
and the respective department at the W€ & apiliall apalll &y ng Al
Ministry —of  Communication and &jlalllg guyiliall slyalll ¢\l Ooredoo
Information Technology. Laglgidig allL_nilll &)ljg o dyionll
.Glogleall
5.12.6 The CEO, Board and other relevant 512.6

entities as applicable shall be notified
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without undue delay when a material

incidents or data breach(s) take place.

énlga éigaa aie jpo pe pali ol ggn
alilyll (@lalaiil) elaiil gi dislo

5.12.7 Ooredoo shall define the necessary steps | 511 4j] walgll alghall Ooredoo axai 9127
it would take to address the impact of a -
P ol alilyll diaiil pili go Joleill
data breach on its Customers.
.cllaoll
5.13.  Information Security Aspects in dyylpoiwl o4 alogleall gol wilga 513
Business Continuity Jloctill
5.13.1 Ooredoo shall be committed to embed 5 &, ljai 1l jlo__ Ooredoo ojili 5.13.1
information security continuity in its .

Y Y dyloi_wl 813l dohil oa alogleall
business continuity management N ]
systems in compliance with the Business oJal L—w go galgiy Loy Jloclll
Continuity Management Policy. Jloclll dylyoiwl

5.13.2 Ooredoo shall establish, implement and g4 g]1qll g Ayaiig 2_r1g) Ooredoo pgii 5.13.2
maintain processes and controls to
P sgi_woll gla_al hilg_ng alell gle
ensure the required level of continuity for .
information security during an adverse alog L goll dyly Ul go wg |
situation. duludl cagpiall JAA
5.13.3 Ooredoo shall verify the established and 1,1 0 (§dailly Ooredoo 0gdi 5.13.3
implemented information securit .
P Y laong ai ill alogleall gof dyloi wl
continuity controls at regular intervals to N
ensure effectiveness during adverse cllyg .da dtioj aljia le laiyaiig
situations. dulull cagiall Jila laigled glanl
5.14. Information Security Compliance alogleall L'j.DiJ Jliiolll didlyo 514
Monitoring
5.14.1 Ooredoo shall be committed to establish, 5141

implement and maintain an information
security compliance monitoring process
to ensure compliance with information

security polices, applicable national
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cybersecurity laws, regulations and g x|l yolll juleog ailglilg dtihgll
applicable international security
1ay Jgogall
standards.
5.14.2 Ooredoo shall be committed to perform 4,4y il| il yloc cljal s Ooredoo pjili 5.14.2
securit audits, reviews, technical . | . .
Y S e % agioll alayailly alsalallg oLl
security assessments (i.e., penetration _ N
testing and vulnerability assessment) puidig Ghialll jLial o) didill
and compliance reviews at planned dljid o JLiiolll alealjog (wlpeill
intervals or when a significant change plA j1ei digan aic gi @l hhAo diioj
occur to ensure security control d'..gj.oTJI il Al dylled glaal ellig
effectiveness to mitigate the respective .
. . Al gdlpr wdl olll phlho o caraiill
cybersecurity risks. The frequency of =
penetration testing and vulnerability JU! el aljia aaaiaqg .dlnll
assessment shall be defined by Ooredoo’s  (joi (§upa Jud o cilyill paudig (§Glyiall
Corporate Information Security team and Ailii §i ac g\l aaug @il alogleo
any critical findings shall be reported to Ll aiill il ol
Bl gulaog (gApaiill gyl laap
the CEO and the Board. "
5.15. Policy Enforcement dwbod! Aiaii 919
5.15.1. Al Ooredoo employees, consultants, |5,/ jii1ulg Ooredoo qdalhgo J4 ggau 2101
contractors, sub-contractors, vendors, )
ractors. SHbrEONTAstons. VENCOS:  ybll go gudleiollg laso galiallg
suppliers and their employees are _
independently responsible for reading, d I gtlgg dallg gicjgollg
understanding and following this policy. =~ 0 -a ¢liilg padg éclyd gc J-di o
Lduwaliwll
5.15.2. Non-compliances with this Information L'J.oi duwliy pljillll pac go Joleill piyw 5.15.2
Security Policy shall be dealt in alelalllg aluly La_ag oia cilo |
accordance with QOoredoo’s applicable
policies, procedures and contractual -Ooredoo o | dadleill pljilllg
obligations.
5.16. Policy Amendment bl (paei 5.16
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5.16.1. This policy supersedes all previous .||y n|ll dald d& bl wll oda@ g&li 9161

releases olicy, circular, memos, - . .
(poticy gl lorooi gl dwliw cild clguw) dayluwll
instructions or any other form) on its y o .

lora (AT JA—w sl gl aladei gl alyddo

1acgngoy Glei)

subject-matter.

5.16.2. Any change to the provisions of this L'Ji wny dwludl od@ plﬁ:i ole o g_ST 5.16.2
policy shall be preliminarily reviewed and

dial Jud go Ugl @y dpngillg aiealyo pii
recommended by the Audit & Risk

Management Committee (ARC) and oiloiclg (ARC) jhlaoll §jlalg (Gudaill

finally approved by Ooredoo’s Board of  -Ooredoo §)la] yulao o gdlai Jauu

Directors.

5.16.3. Any deviation on the implementation of 4, 4 I Il 0A@ ALdii olc puoi (Si 5.16.3

this policy shall be approved by the Board
POty PP Y Bylalll o go oalaicl
of Directors.

REFERENCES galjoll

(Processes, Procedures, guidelines, .
alaiagill g «aldoeell g (alelpall)
and/or any relevant document)

(dln ali gilig aii gi/g

6.1. Ide!wtlty and Access Management Jangllg dugall 81| dulyw 6.1
Policy

62 |nformation Classification Policy dlogleall catini dwliw 6.2

6.3. Acceptable Use Policy Joudall plaaiwlll duliw 6.3

6.4. Encryption Policy padill dwlw 64

6.5. Network Security Policy aldpill gof dwlu 65

6.6. Enterprise Wireless Security Policy drdloll d4uill Jaill dwliw 6.6
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6.7.  Application Security Policy aldyhill gof dwlpy 67
6.8. Anti-Malware Policy dinall aliopll go diloall duwlyw 6.8
6.9. Logging and Monitoring Policy duiolll dudilpallg Ml duwlyw 6.9
6.10. Information Security Incident cilogleall goi éinlga 8)la] dwly 610
Management Policy
6.11.  Protection of Personal Data Privacy drnAdll alilull duingna diloa dwlps 61
6.12. (Law No.13/2016) (2016 diwl 13 od) Jgildlly 6.12
Concerning Privacy and Protection of
Personal Data dppAsill alilyl dingna dlaa gliy
613 Encryption Management Standard padiill 83 oo &1
6.14. Business Continuity = Management Jloclll dyjlpoiwl 88l dwlpn 614
Policy
6.15. ISO 27001:2013 - Information _ L'_'lLog Lo all d_oi — 1SO 27001:2013 6.15
technolo - Security techniques - . .
ay Y q hilg_ d ujlao §liwo — dyiolll cilyidil
Code of practice for information .
security controls. alog | gol
6.16. Payment Card Industry Data Security gaall alélhy dcli_n alilyy gol jlieo 6.16
6.17.  Qatar National Information Assurance g4, jl| — dyilhgll cilogleoll Juoli dw by 617
(NIA) Policy v2.0 20
6.18. Security Policy (J-Om duili 6.18
6.19. Information Security Management clogleall L'j.oi 8j1al cleljal 6.19
Process
6.20. Enterprise Risk Management Process shlaall 8jla] aleljl 6.20
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6.21. Vulnerability Management E2E Process alyill jlall dlol&iall clelyalll 6.21

6.22. User Access and ldentity Management oriiwall digag Jang &)1y clelpl 6.22
Process

6.23. Control of Documented Information déigall cilogleall &jlal cileljal 6.23
Process

6.24. HR policy cLIJ.u.LIJ| 3jlgall dwulyw 6.24

6.25. Law No. 14 of 2014 Promulgating the Jgild jla_nl 2014 di_wl 14 o) Jailall 6.25

Cybercrime Prevention La
ybererime Frevention taw dyigyialll pilpall dnaldo

6.26. Decree-Law  No. 34 of 2006, |\n| 2006 diwl 34 d) (gilé pgupall 6.26
Promulgating the Telecommunications Uil “ails
d J9H
Law
6.27. DecreeLaw No 16 of 2010 Promulgating Jlanly 2010 diwl 16 ady gilés pguyall 6.27
the Electronic Transactions and
ronie 1T ' dyigpialll 8ylaillg cilolooll (jgild
Commerce Law

7. VERSION HISTORY

Description
Approved by Policy Reference

of Change

3 Oct 3, 2022 BoD Major Changes POL/2018/12
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